\7 REFBERAVNVEAVE—INSI197
4

DEEBRMFE GAMPAL (1/2)

AR, EEEER, FMXE {dona, latte,

o A /9—*“JI~/\“J77R—JI-&*S('}'6§Fr'silﬁiﬂ
> AVB—RYRINYIIR—Y
BRGNS T—DEMEIZHERT ARBFIELGERIET—H
ZREZHLTY—EX » A—HY D709 KREICTHENS
—EERFCLREEIINTLIEFHHIA KRS
BRARGERODEBERIRE (e.g., BaRE, HA/N\—KE, /XU
> AVE—FRYRNYIIR—2 DA E—2Yk - b Tv DS
BT BBETRLADNE A mANSIEWNNFE NI T4vIREN SN
- A—YHF AT S —E XD BATHEICRR
B b2 700 RED1 B BEALD B HTEACE B B0
> EERNEEOVNEN
BRBEOAR DN ERDIGS: A —F O —ERIZEE
YAN—KENERDIGE: 1—F P Y —ERIZEE | MEEHEITLDLHIEN

ERESREBRAMLEHARUNICOGZT H AT LNBE

® REBFBICKDIMIUE—RIYMNT TV I DEERA
> IO DRHEES
ZLDFETIEYAZXR IP FRLRABEDEHEFE L FERE R
EE%[IOD”’;EJZIJTFB_I%
DEEFROFEZICIFNELEH LGN FET 2B E
> Rr—3EYT1DREE
A= THAISNDEETIO—LNFEE - FRITIEREN
EERNMEREFBELOLEVNNS T DERNFENBE
® RZEFiE GAMPAL: General-purpose Anomaly detection
Mechanism using Prefix Aggregate without Labeled data
> RERIER (AS_PATH) [CE IS 70u o &E#
AUB—2Ybk - ST v D RATHEICE DL -EHAR
> LSTM (Long Short-Term Memory) -RNN [Z&5 571905 £ F Bl
A=Yk - S0 DR EAMEE KR
> FERHEFRILIENS D49 0ERANNST1vIDREZTLLER
RANDEBEESH-LRESHRGEESZRE AR
IREDNRBLEINIAFET—IDFE

Keio University




§ EBETERAVNEAVI—RIRST4vY

O DEEBEMFE GAMPAL (2/2)
AR, ABEEER, FEXE  {dona, latte

Internet - --(-1)----{ Binary packet information }»---------------------1
backbone (1_) . (Zb) Human readable Human readable
network """ ' """ BGPRIB packet information = I3 ]
‘ Methodology of aggr i i ; i h%*’f GAM PAL G)w; .
o] Mooy | |peramy| | (M~(2) T—REAF—Fyb/vIR—
E _ AS_PATHs (4b) (4b):Prefixes ; MoT—2%UNE
(4a) E ﬁfﬁiﬁmﬁ without (5) E N
) DstIP addr ! —_ S .
Prefix aggregate Aif:ﬁ;H Matching to _°_fs_ﬂ_°)”_a_ _ i _E (3)~(7) AS_PATH (ﬁt:%ﬁg.'l‘H $E) ( “gj l’ \T—
ettt (8) | s AT T e g MSTru oS
(7a)Preﬁx aggregate index Observed ﬂo:" size matrix ‘ _______ :::l size (8) LSTM RN N ' J:é 7> = % BJ]
/ \ ILET
‘ Day 1 ‘ ‘ Day 2 ‘ ‘ Day 3 ‘ . 1_5 & . 1_5 lt$ ‘
-+ captured data 8 9)—— S S— SHI sHI >
- capreddata e\, @ N, N\ | (9) FRAMELERIED LS
-+ selected data ‘ Day 2 ‘ ‘ Day 3 ‘ ‘ Day 4 ‘ ..
— processed data /
=) LSTM RNN ‘ Predicted flow size matrix ‘
<==)p compare diff diff diff
(Day 2) (Day 3) (Day 4)

o RIREER (AS_PATH) [CkBFS571v0EMAR
> Prefix Aggregate: AS_PATH B THEHISNT= IP Prefix D&
« AS_PATH: 585t IP PRLRIZ&KS>TEFESHMS 719D BGP #FE
o ERIADHEATAS PATH M 3 Ry TETHIET S Prefix #EH
> IS 7499%FFEIETRL AT Prefix Aggregate Z&IZEFMLEE - Tl

BRLST199 Prefix Aggregate TE#HEShI=+5T71v9
. Prefix Aggregate -
Time|srcIP | dstIP | bytes _ X Time|srcIP | dstIP | bytes
00:00| xxx.x_1.0.01 | 6 AS_PATH RETHR#SH Tz Prefix 00:00/ x.xxx| 1.0.01 | 6

00:02| x.x.x.x| 1.0.4.1 18 Index Aggregated AS_PATH Prefix 00:02| x.x.x.x| 1.0.4.1 18

. (Prefix aggregate identifier) .
gggi X XYY 1821 g 1 4713 2914 13335 1.0.0.0/24 gggi X XXX :ggl g
0% XX XX .02 2 4713 2914 15412 1.0.4.0/24 9% XX XX .00

00:06| x.x.x.x| 1.0.0.1 15

1.0.6.0/24 00:06| x.x.x.x| 1.0.0.1 15
00:12| x.x.x.x| 1.0.0.4 3 3 2497 2519 1.0.5.0/24 00:12| x.x.x.x| 1.0.0.4 3
00:14 | x.X.x.X 1.0.6.1 6 00:14| x.x.x.x| 1.0.6.1 6
=i
o GAMPAL (2R DHEFERENTERE D FFAE 5
s == 0443 N o120
0.44 ) 0.118
043 BEEZRFE4EHIE A o116
(WPl EE HICEERNSDAY %
M ELMEERLTLS o
a o
(2] 0.112
Z 04
039 0.110
6:00 7:00 800 9:00 10:00 11:00 1200 1:00 2:00 3:00 4:00 500 6:00
0.8 AM AM AM AM AM AM PM PM PM PM PM PM PM
’ Time ——October 17, 2018 =——normal days
o YouTube EHGEEREBLETHONSDDHFE
oo e e e 622 623 624 o 8 @) 1017 (AL 22) DA EREENFHEELI-10BFEIC
bate I ot s NSDAS LR — EHEECLST VLR ARARE
[ pDos attack (b) 10/17 DHEHEEHNEIE L1268
. NSDABE LR — EEICESPT7TIVER2ENERERE
b= \ IR 'S
- BEEBEEYAN—HEBONSD* DF (c.d)NSDO L 8 (a.b) D, ZDiE% KM
* NSD (Normalized Summation of Difference) L EEEENERBREEE 52 TWNAIEERT

ER/FRNS Ty DEREFMI 2B IR

Keio University



